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Aims  

 To educate students in using new technologies appropriately and safely.  

 To ensure that the curriculum builds students’ resilience to the risks new 

technologies may pose.  

 To support a curriculum where students are taught to be critically aware of the 

materials they access on-line.  

 To ensure that all staff, students and parents are offered training in how to deal with 

the risks of new technologies.  

 To ensure that all students are given opportunities to develop as responsible users 

and stay safe when using the internet and other new technologies.  

Principles  

 This policy should be read in conjunction with the School Behaviour and Discipline 

Policy, the Safeguarding & Child Protection Policy and the Anti-Bullying Policy.  

 This policy applies to all members of the school who have access to and are users of 

the school ICT systems, both in and out of school.  

 iMedia School will ensure that the network/infrastructure is as safe as is reasonably 

possible.  

 As part of the Prevent agenda school will ensure an effective filtering and monitoring 

system to prevent radicalisation and access to extremist views.  

Roles and Responsibilities  

 Governors are responsible for the approval and review of the E-Safety Policy. The 

relevant Governors sub-committee will receive regular information about E-Safety 

incidents and monitoring reports. The designated E-Safety Governor is Mrs Debbie 

Huxtable.  

 The Head Teacher is responsible for ensuring the safety of members of the school 

community.  

 The designated E-Safety Officer is Mr Hassain, Head Teacher designated 

Safeguarding Leader, who will have the day to day responsibility for E-Safety. 

 

designated E-Safety Officer is responsible for ensuring:  

 that the school’s ICT infrastructure is secure and is not open to misuse or malicious 

attack;  

  that the school meets e-safety technical requirements and any relevant Local 

Authority; E-Safety policy and guidance regarding security and is using effective 

filtering and monitoring service in accordance with the Prevent agenda;  

 that users may only access the school’s networks through a properly enforced 

password protection policy.  
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Teaching and support staff are responsible for ensuring that:  

 they have an up to date awareness of e-safety matters and of the current school e-

safety policy and practices;  

 they have read, understood and signed the school Staff Acceptable Use Policy/ 

Agreement  

 they report any suspected misuse or problem to the E-Safety Officer,    

 digital communications with students/pupils (email/Virtual Learning Environment 

(VLE)/ voice) should be on a professional level and only carried out using official 

school systems;  

 they monitor ICT activity in lessons, extra-curricular and extended school activities 

and are vigilant when pupils access the internet particularly for websites which may 

contain extremist’s views.  

 they are aware of e-safety issues related to the use of mobile phones, cameras and 

hand-held devices and that they monitor their use and implement current school 

policies with regard to these devices. 

 

 Students:  

 are responsible for using the school ICT systems in accordance with the Student 

Acceptable Use Policy, which they will be expected to sign before being given access 

to school systems;  

 have a good understanding of research skills and the need to avoid plagiarism and 

uphold copyright regulations;  

 need to understand the importance of reporting abuse, misuse or access to 

inappropriate materials and know how to do so;  

 will be expected to know and understand school policies on the use of mobile 

phones, digital cameras and hand-held devices. They should also know and 

understand school policies on the taking/use of images and on cyber-bullying;  

 should understand the importance of adopting good e-safety practice when using 

digital technologies out of school and realise that the school’s E-Safety Policy covers 

their actions out of school, if related to their membership of the school;  

 be aware of potential extremist/radicalisation threats and know how to report these.  

Parents/Carers:  

Parents/carers play a crucial role in ensuring that their children can use new 

technologies safely.  

iMedia School will take every opportunity to help parents understand these issues 

through parents’ evenings, newsletters, the school website and information about 

national/ local e-safety campaigns/literature.  
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Parents and carers will be responsible for: 

 endorsing (by signature) the Student Acceptable Use Policy;  

 accessing the school website on-line student/pupil records in accordance with the 

relevant school Acceptable Use Policy;  

 parents are responsible for their use of social media and should understand that 

school has the right to take action if there are inappropriate or offensive 

comments or images made online regarding staff.  

Training  

Students:  

 a planned e-safety programme should be provided as part of the curriculum and 

should be regularly revisited – this will cover both the use of ICT and new 

technologies in school and outside school;  

 key e-safety messages should be reinforced as part of a planned programme of 

assemblies and tutorial/pastoral activities;  

 students should be taught in all lessons to be critically aware of the materials/content 

they access on-line and be guided to validate the accuracy of information;  

 students should be helped to understand the need for the student AUP and 

encouraged to adopt safe and responsible use of ICT, the internet and mobile 

devices both within and outside school;  

 students should be taught to acknowledge the source of information used and to 

respect copyright when using material accessed on the internet;  

 staff should act as good role models in their use of ICT, the internet and mobile 

devices.  

Teaching Staff and Support Staff:  

It is essential that all staff receive e-safety training and understand their responsibilities, 

as outlined in this policy. Training will be offered as follows:  

 an audit of the e-safety training needs of all staff will be carried out regularly through 

questionnaires;  

 a planned programme of formal e-safety training will be made available to staff;  

 all new staff should receive e-safety training as part of their induction programme, 

ensuring that they fully understand the school e-safety policy and Acceptable Use 

Policies.  

Infrastructure  

The school will be responsible for ensuring that the school infrastructure/network is as 

safe and secure as is reasonably possible and that policies and procedures approved 

within this policy are implemented. It will also need to ensure 

that the relevant people named in the above sections will be effective in carrying out their 

e-safety responsibilities.  
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 There will be regular reviews and audits of the safety and security of school ICT 

systems.  

 Servers, wireless systems and cabling must be securely located and physical access 

restricted.  

 All users will have clearly defined access rights to school ICT systems.  

 All users will be provided with a username password by ICT supporting.  

 There is a suitable filter to ensure that children are safe from terrorist and extremist 

materials when accessing the internet.  

Curriculum  

E-safety should be a focus in all areas of the curriculum and staff should reinforce 

e-safety messages in the use of ICT across the curriculum:  

 in lessons where internet use is pre-planned, it is best practice that students should 

be guided to sites checked as suitable for their use and that processes are in place 

for dealing with any unsuitable material that is found in internet searches;  

 where students are allowed to freely search the internet, e.g. using search engines, 

staff should be vigilant in monitoring the content of the websites the young people 

visit.   

 it is accepted that from time to time, for good educational reasons, students may 

need to research topics (e.g. racism, drugs, discrimination) that would normally result 

in internet searches being blocked. In such a situation, staff can request that the 

Network Manager can temporarily remove those sites from the filtered list or the 

period of study. Any request to do so, should be auditable, with clear reasons for the 

need;  

 students should be taught in all lessons to be critically aware of the materials/content 

they access on-line and be guided to validate the accuracy of information;  

 students should be taught to acknowledge the source of information used and to 

respect copyright when using material accessed on the internet;  

 students should not be unsupervised while in an ICT classroom.  

Use of Digital and Video Images  

Staff and students need to be aware of the risks associated with sharing images and with 

posting digital images on the internet. Those images may remain available on the 

internet forever and may cause harm or embarrassment to individuals in the short or 

longer term. There are many reported incidents of employers carrying out internet 

searches for information about potential and existing employees. The school will inform 

and educate users about these risks and will implement policies to reduce the likelihood 

of the potential for harm:  

 when using digital images, staff should inform and educate students about the risks 

associated with the taking, use, sharing, publication and distribution of images. In 

particular they should recognise the risks attached to publishing their own images on 

the internet e.g. on social networking sites  

 staff are allowed to take digital/video images to support educational aims, but must 

follow school policies concerning the sharing, distribution and publication of those 
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images. Those images should only be taken on school equipment, the personal 

equipment of staff should not be used for such purposes; 

 care should be taken when taking digital/video images that students are appropriately 

dressed and are not participating in activities that might bring the individuals or the 

school into disrepute;  

 students must not take, use, share, publish or distribute images of others including 

staff without their permission;  

 photographs published on the website, or elsewhere that include students will be 

selected carefully and will comply with good practice guidance on the use of such 

images;  

 students’ full names will not be used anywhere on a website or blog, particularly in 

association with photographs;  

 written permission from parents or carers will be obtained before photographs of 

students are published on the school website.  

 

Data Protection  

Personal data will be recorded, processed, transferred and made available according to the 

Data Protection Act 2018 which states that personal data must be:  

 fairly and lawfully processed;  

 processed for limited purposes;  

 adequate, relevant and not excessive;  

 accurate;  

 kept no longer than is necessary;  

 processed in accordance with the data subject’s rights;  

 secure;  

 only transferred to others with adequate protection.  

 

Staff must ensure that they: 

 at all times take care to ensure the safe keeping of personal data, minimising the risk 

of its loss or misuse;  

 use personal data only on secure password protected computers and other devices, 

ensuring that they are properly “logged-off” at the end of any session in which they 

are using personal data;  

 do not allow students to log on as staff.  

Communications including use of Mobile Phones  

 students are not allowed to use mobile phones anywhere on school site including 

break and lunch times.  

 students will have their mobile phones confiscated if they are seen out on school site 
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 the official school email service may be regarded as safe and secure and is 

monitored. Staff and students should therefore use only the school e-mail to 

communicate with others  

 users need to be aware that email communications will be monitored  

 users must immediately report, to the nominated person Mr Hassain – in accordance 

with the school policy, the receipt of any offensive e-mail.  

 any digital communication between staff and students/pupils or parents/carers (email, 

chat, etc) must be professional in tone and content. These communications may only 

take place on official (monitored) school systems. Personal email addresses, text 

messaging or public chat/social networking programmes must not be used for these 

communications. 

Responding to Incidents of Misuse  

If incidents are inappropriate then they will be dealt with as soon as possible in a 

proportionate manner through the normal discipline procedures.  

If any apparent or actual misuse appears to involve illegal activity i.e.  

 child sexual abuse images;  

 adult material which potentially breaches the Obscene Publications Act;  

 criminally racist material;  

 other criminal conduct, activity or materials;  

 any material which may lead to radicalisation or expression of extremist views the 

matter will be reported to the Police/Prevent Team.  

 

 

 

Taken from: Keeping Children Safe in Education May 2016  

Appendix A: Online Safety 

 

The use of technology has become a significant component of many safeguarding issues. 

Child sexual exploitation; radicalisation; sexual predation – technology often provides the 

platform that facilitates harm. An effective approach to online safety empowers a school or 

college to protect and educate the whole school or college community in their use of 

technology and establishes mechanisms to identify, intervene and escalate any incident 

where appropriate.  

The breadth of issues classified within online safety is considerable, but can be categorised 

into three areas of risk:  

 Content: being exposed to illegal, inappropriate or harmful material.  

 Contact: being subjected to harmful online interaction with other users.  

 Conduct: personal online behaviour that increases the likelihood of, or causes, harm.  
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Filters and Monitoring  

Governing bodies and proprietors should be doing all that they reasonably can to limit 

children’s exposure to the above risks from the school or colleges IT system. As part of this 

process governing bodies and proprietors should ensure their school has appropriate filters 

and monitoring systems in place. Whilst considering their responsibility to safeguard and 

promote the welfare of children, and provide them a safe environment in which to learn, 

governing bodies and proprietors should consider the age range of their pupils, the number 

of pupils, how often they access the school’s IT system and the proportionality of costs VS 

risks.  

The appropriateness of any filters and monitoring systems are a matter for individual schools 

and colleges and will be informed in part by the risk assessment required by the Prevent 

Duty.  

The UK Safer Internet Centre has published guidance as to what “appropriate” might look 

like:  

Uk Safer Internet Centre: appropriate filtering and monitoring.  

Guidance on e-security is available from the National Education Network – NEN. Buying 

advice for schools is available here.  

Whilst filtering and monitoring are an important part of the online safety picture for schools 

and colleges to consider, it is only one part. Governors and proprietors should consider a 

whole school approach to online safety. This will include a clear policy on the use of mobile 

technology in the school. Many children have unlimited and unrestricted access to the 

internet via 3G and 4G in particular and the school and college should carefully consider 

how this is managed on their premises.  

Whilst it is essential that governing bodies and proprietors ensure that appropriate filters and 

monitoring systems are in place; they should be careful that “over blocking” does not lead to 

unreasonable restrictions as to what children can be taught with regards to online teaching 

and safeguarding. 

Staff training  

Governors and proprietors should ensure that as part of the requirement for staff to undergo 

regularly updated safeguarding training (paragraph 64) and the requirement to ensure 

children are taught about safeguarding, including online (paragraph 68), that online safety 

training for staff is integrated, aligned and considered as part of the overarching 

safeguarding approach.  

Information and support  

There is a wealth of information available to support schools and colleges to keep children 

safe online. The following is not exhaustive but should provide a useful starting point:  

www.thinkuknow.co.uk  

www.disrespectnobody.co.uk 

http://www.thinkuknow.co.uk/
http://www.disrespectnobody.co.uk/
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 www.saferinternet.org.uk  

www.internetmatters.org  

www.pshe-association.org.uk  

www.educateagainsthate.com  

www.gov.uk/government/publications/the-use-of-social-media-for-onlineradicalisation 

 

http://www.saferinternet.org.uk/
http://www.internetmatters.org/
http://www.pshe-association.org.uk/
http://www.educateagainsthate.com/
http://www.gov.uk/government/publications/the-use-of-social-media-for-onlineradicalisation

